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OpenSSL

This product includes software developed by the OpenSSL Project for use

in the OpenSSL Toolkit

(http://www.openssl.org/).

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.
This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)

This Windows version of this product includes software written by Tim
Hudson (tjh@cryptsoft.com)

LibXML2

This product includes code that was developed for the XML toolkit from
the GNOME project

(http://xmlsoft.org/).

Copyright (C) 1998-2003 Daniel Veillard. All Rights Reserved.

OPC UA
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This product includes code that was developed by Unified Automation GmbH for the OPC UA SDK
(http://www.unifiedautomation.com/).

Copyright (C) 2008-2017 Unified Automation GmbH. All Rights Reserved.

The OPC UA SDK is based in part on <OPC UA Ansi C Stack> of the OPC Foundation. Initial version of
<OPC UA Ansi C Stack> was founded and copyrighted by OPC Foundation,Inc. Copyright (C)
2008,2014 OPC Foundation, Inc., All Rights Reserved.
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3-2 OPCUAE7

OPC UA MH 7|5 2t& 740{l OPC UA 2742 dHoF LTt
0170 M= OPCUA 22| 273 Yol thal 2 RfLICt

3-2-1 OPCUA 2739llla
Of2f= OPC UA 4782l QS LtER Lt

OPC UA M ¥ otz o 20| Sysmac Studio HE| & 2/ A Z 2 2{2| [Configurations and Setup]di| &
L|Ct.

2§ VYN 2do Z-€

Multiview Explorer

w

new_Controller 0 v

Bl ls& & vYN2dO L-Z-€

[OPC UA Settings]ofl= @ Z2tl0f M 27H5t= &5, 22t 27H/Z 25 &= & 220
BA[/ZA0t= & =2 35/t UASLICEH Mg L8 2 ofaiet Z& LT

[ —

OPC UA M Ho| 2t g QIatol E X} xx
3= ° /229l o -
OPCUA MH AF OPC UA Mt M7 otMoj|A o2 | @=2t2l | [OPC UA (OT3-2-2 OPC UA A
g2 d¥aLct ol A 2| Server A (P3-5)]
- OPC UA MH{ Q| At : kS Settings]2
AL R R E AdPLC HE 28 =
-olE ZOIE M. =B
AlE TQIEQ| HA| XE [Edit]E MEH
No.& A gLt
CHY RO EY:
JNIEREEINIY MY,
HIE 2 AHELC
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Mxo| 2t Q2m a9l
OPC U%Eo | = LH_g_ /%E_'-I‘(IJJ _7.(_X_|I- I:CI>I-I:II=I-I *nl'ai_
M ZHA M ZYM SHHOIAM M YA | 22te1 | [OPC UA (Or3-2-3 HEE2{9|
£ HEASHALE ZA LT oMol | Server M HEJ(EE HE
S20|HE QIE C X2l MY ZEt0|HE ZEAMQ | EE/ Settings]E £2{ 2|A)o| st A
B2 =% 22250 2 (P.3-8)]
S2t0|HE QI F otHollM 2| O] & Of| A A1 EH
B2 ZHMEAE HRE
SYM2AES BA Y X3
L|C}.
CAMY S20|HE ZHAMQI (Or=eto|oE 9=
£ (PA-11)1
S2H0|UE S StHOM MF
StCAZZAM O M2 ZHNM
ZAEQLZYM T 4H 2[4
EE A B ZFSILICL
ERLPIES CA MY Z2I0|HE ZHAMQ (Qrersxt o1 =
32 (PA-13)]
UH I QIS SHHOA CAZ Kb
o TEMO M2 ZYAM 2|A
ETEM TH UM EAEE R
Al 3 ZEFSELICE
HO MY HOt MY otHO|M Of2E M T (073-2-6 HQt M
LI (P.3-20)
- QB AFSXIY/IHARIE
ol 2019 FX|/5{7t
CEotmE A
M e A ER M AEf 2tHOIM OPCUA ME{ | 2201 | [OPC UA (1T4-2-1 Sysmac
7|59 7t AEHE EA|StD OPC | OlAM Q] | Server Studio2| OPC UA A{H
UA M 7|59 & x % A/  |Settings]E | Atefof o|3t 2ol
(HCh2)S Lo =% R (P.4-5)]
| 4= Of| Af 4 EH
ot 21 BA| o5 2 3o M 20| Y [OPC UA (Mr7-2 A 212 3t
gS EA Y ZHYLIC Settings] & I8t2| (P.7-13)1
232t
| - Of] Af 4 EH

M agyel ze

OPCUA Mo AtE @2 St 2 El TOPCUA MH MY 12 2T 29l

o
FHAIL.

St 2210l XA M= 7|50 2t Sysmac StudioO| M 2| Z& Hete
Sysmac Studio2| OPC UA A H 7|50 CHet =& A2 (1O78-1 OPC U

= .
SEM HH1 U THOH M 2 CPU SLIEN 2212 H&t

Sysmac Studio®| &%} Hot 215 (P.8-2)12 HRS FHAIR,

2

|M 275t CPU R LI

NJ Al2| X CPU QL E AI2 X} 0§52 OPC UATH(SBCD-374)
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3-2-2  OPCUA AH MH

Ot2i= TOPC UA MH 2719 ¥ YWyt LH& S LtEfHLICH

OPC UA MH M2 otalj et Z&L Lt
- OPCUA At 7| 59| At

-lE ZOIE MY

B 2O MY

1 Sysmac Studio?| HE| B 2 A Z 22{0]| A [Configurations and Setup]-[OPC UA Settings]<]
[OPC UA Server Settings]& Cl& 22| LICt E= SE8/6t1 [Edit]E M= BLICE

2§ VYN 2do Z-€

Multiview Explorer

> 1
new_Controller 0 « ‘ l |

w

b4 Configurations and Setup
therCAT

& kb YN 2dO Z-Z-€

_ Frogramming

Of2H 2t 20| [OPC UA Server Settings]2t 0| EA| &l L|Ct.

¥ Server Function Setting
OPC UA Server ) Do not use ® Use
¥ End Point Settings
End point | opctop/fIPAddress:4840

Port No.

¥ Execution Log Settings

Execution Log {0 Do not record ® Record

Mumber of files files
Number of records records/file

Reset all to default.
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] opc ua HH J15 9 At

[Server Function Setting]0ll A& OPC UA MH 7|52 AtE &

oteiol =5 2g Lt

o=
mTT=

2L

= (=) =
szws | 2% isuw wsy  |uEs (g8, |GAT°
NE 8 | AU ols | OPCUANS IS8 A8 | A8oHA | A8otA | 8% 15 |20t
% uxlolws amLCL | 28 |28 |4
A8
OPC UA A ™ 9O| [OPC UA Server]E TAI26IX| U2 0| TAIESH IO 2 HHAESt T ZHEE CPU S LIE
of CHe 2t = =S| U2 WEYSHLE HEB2] 2l46HE 1 AHOI4 OPCUA At 7]50]

XAH= O 2 A|ZHEIL|CY,

OPCUA MH{ 2|5 A|Zfof CHot &M eh L8 -2 [LT4-1 OPC UA MH 2|52 A%/ X| (P.4-2)15 &=l
FHAIL.
I 01|E £0|E A-IX-I
[End Point Settings]Of| A A= EQIE Q| HA|, LE No.E HFgLIC
ofgfel =2 B U E*I%”—I Et.
Mx = HF S =
8398 |42 ° o5 4y 4F-EAIZ |CEE Eto|ay zE=
_ A4l
A ZQIE | IE HQIE | 2 OPC UA MH 7|52 dIE | opc.tep:// | opctep://1 | — —
=k HLOIE HI|7F EA|EL|CE. | [IPAddress] | 92.168.250
- Q EZ 0| [IPAddress] :[Port] 1:4840
S22 NJAIE|=CPU FE¥E
QLIEQ| i EtherNet/ | 7t EAIEH
PEES|IPOERAS
LtEH LTt
- LEZEO| [Port] E’——Er%
Ofe2l [Port No.] A9
LH&O| At5 22 HA|EL]
Ct.
ILE No. OPC UA Mt 7|50 A AFR | 1025~ 4840 HAETS Al | 27t
&= ZLE No.2 MMEL|Ct |65535
*1
*1.OPCUA MHE TAIEEHICZ ot B0 dFE 5= UASLICH

NJ Al2| = CPU §L|E At X} Di%

2 OPC UATH(SBCD-374)
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- ZOIEO|A EAIZ|/E= IP O =2 A0 CHal
[End point]0fl EA|E|&= IP {E A= WZE EtherNet/IP ZE Q| P 0 E3| A L|C},
Sysmac Studio0| Ao IP O{E2f| A A7 Y INJ/NX Al2|= CPU RLIE LHF
EtherNet/IP IE A2 X} 0f 5 Y(SBCD-359)]S &t XR8 =AA| Q.

St L ZF EtherNet/IP ZE Q| IP {E3| A &= ChangelPAdr(IP {E|A HA) YHOZ T A

o=

*F

%*#%Q'—IEF

o MH SBME XS = 2302 Mot & Y R22E £ YJOf| et P ofE A 0
S W3t 32, LT EtherNet/IP ZE S| IP O{E2| At M SEAM 2 IP {Eef| A0 =LA 3
5101 OPC UA S210] @1 £} OPC UA A8 7 s IE%%*#‘BHI%!LIH Ol T SEM = o
ZXIO|HE T E: 15020000Hex)0| O E o} Bt FL|C}. O] HQ, MH ZEYME 2502 >
Mg gotAL B IPHERAS HEfH 2 a2 FHAL. o

>

t&5t= ZE No. 2 4 *1HI*9r°| == 0| i

[End point]-[Port No.]oi| Al 2735t= ZLE No.= CHE &4l A H| *(FTP M, HTTP AMH, CIP
M A[X], FINS/TCP, A|AE S)0 M AFE3H= X E No. r SEX| UEE FOS FHAR. E
SF L% EtherNet/IP ZEO|M AFR 5|1 U= X E No.of| Cisi M= [I]ITNJ/NX Al2|= CPU R

w

L| E L% EtherNet/IP L E A2 XA} O 5 Y (SBCD-359)12 & X8 =AU Q. w
0
g
I Al'é'H 2 M M X-I S
>
[Execution Log Settings]oil A 418§ 20| 7|2 92 9 2 70| 23t 2f AfYS AFELICH E
of2Hel =2 HHBLICE o
Ad g | d¥ s s 89 A™a CIEE
Az | HdAH =D HY ROEJEEXE AT LIC 155X i = J1ESHX| %S
273 NES
E2Jomg MY 200 Ao oY ~8 7 LICH 2~1007H4 247Y
T A0 IY 0 =2 2= 0t Qe E ot
Uo| AXE| D MEL ThYo] ZMELCH.
23 A 21U HIZE (20 )2 A | 100~65,53671 12,00074
HgIE sHL|CFT.,
[Reset all to DESZo MHIES XIS 2 2L — —
defaultl HE | C}.

*1.OPCUA MHE TAIEE IO 2 Y5t A
2 &Lt
Aol 29| AT L0 CHshME MMNH7% M3 27 J]518 XS] FHUAIL.
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- [OPC UA Server Settings]2| OPC UA A{H
ot OHFEE REE = B2
LTAESHK| S I0M TAE R ICE, E= TAHEE IOM TAIESHX| USIC2 HYGS= PR 25

oLt

AR S o2 HHE MENOAM O 22| MK AHE Al AL

foPcua M Atg MO AL CHREC T 2A NN S
OPCUA MH AtE 40| HEE F2, UREE = 52 & 2 of2iet 20| Lt X2 A E LT

Sysmac Studio

OPC UA Server Function Setting changed.
Resetting the Controller is necessary to reflect the settings.

Reset the Controller after transferring the settings.

1 [0k

H
2 olzzESeo HY WEY £E AEE 2l ML T

J OPC UA M At 0| TAL By AEROI M T D 2] TIK| AR M3 3
OPC UA M At H70| TALZ 2110 @ MR E AEfof M HRa] T AN S M 220 S Y
CHEHAFRE 2} BEAI € LIC B2 2] | At o ZEF o Chai A= (O78-3 OPC UA AfHf 7| 52 Bt =
22| ZH A Ol (P.8-8)12 AZEH FAAIL.

=
3-2-4 M ZYMO| XS MY
M SZ XM= ofalief FRo A3 A E L
EOCI22ES 2 HEED S HYUS MEUSHAHL HEED] 2|A%S
o[ 2t S Al
-CPURLE Uo| M SHMIt gle B2

ot At M el M SEAML IPHERA 22 3 AFQ| L EtherNet/IP ZE Q| IP O = 2f| A 04| A

13-2-5 32| 45 U BA| (P3-9)19 M ZYH
ol ZAIAIL. At SHAI 1P O 2| A2t LiF
S2}0|91E 7} OPC UA A 7|50 T

MH ZBME X
2 M5 FAA C
(P.3-9)12| THH ZHAM 2| X/ Hd (P.3-
EtherNet/IP ZEQ| IP {Ed| A

= A "L

ofn
H

ST IPOIEYAS MY B HEA M SYME 250
—
-

3-8 NJ Al2|= CPU §L|E A8 X} Oi 5+ OPC UATH(SBCD-374)
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3-225 STM HF U BA
E]

Otefl= SEML 27 & EA| I LHES LIEF LT,

FoAol HHe 2atolY wet ok A5 et HFO| [22|RH 2 TAY + UgLch

Fa0) HAIS 22f0I9 et ok 1 A5 et HHo| M TRV} obcl X} EEE & YL,

FMol 43 U B ofehet 2o, .

At 55 A .
o

setollE 95 3

LT 0I5 >
nx
ox

w

o
2 & U CPURLE UM MH STME BAI 8 22 &L

1 Sysmac Studio0Ol| A CPU R LIE0f| 222 H 43510 E| 7 Y AEZ=2{2| [Configurations and
Setup]-[OPC UA Settings]0f|A] [OPC UA Server Settings]& 22 2!3}t1 [Server Certificate] S
MEHBIL|CY

IYE & &F lclv@e §-¢-€

| @ Programming

nt Authentication
Issuer Authentication
Security Settings

Server Status

CPU SLIE LHO| ¥ M ZSHAM It F S| Of2i et 20| [Server Certificate] 20| EA|E L
Ct.

ICETELR Y NxOpcUaServer@192.168.250.1
IETEL N NxOpclaServer@192.168.250.1
Valid fro

Version E (B) &M H&
Senal number

Signature algorithm  sha2

Issuer Ch

Valid from 2017710412 11.

Valid to 2037/10/07 11.

Suhiect CN=Nund laSereer@ 192 168 2501 O=0MRON Comoratinon S=Kunin

a
M
1
T
rim

Update Export Regenerate certificate

NJ Al2|= CPU S L|E A8 X} Oi 52 OPC UAM(SBCD-374) 3-9



3 OPCUAMH 7|59 A4

of2fot 2 LHGO| EAIFLICY,
ga 3@ 1 Jls dY
(EES ES! MEHMEQ| HH o] HAIELICH MH ZEMe F 2F
HE 2 X} HESHXEO| HH | Q0| EA|E L|LCT, NxOpcUaServer@[IPAddress] & L
Ct.
[IPAddress] 222 At SF A2
IPO{EZ|AYLICE
vl))
NxOpcUaServer@192.168.250.1
g3 2|2 F3 2|2t A= LA Y BE YAIPF EAELCL
(B)AA HA SEMe HH FHYLICY
g8 Al2|d H= UM A H QIL|CH
MBLDEE | SBM =X = E 2| SYLICL
E RPN Lot CASl HYLICH M SHAML AL X7 MHO|LD oM & otzliet &L
Cf.
CN=NxOpcUaServer@[IPAddress]:, 0O=0mron Corporation, L=Kyoto, S=Kyoto,
C=JP
0fl)CN=NxOpcUaServer@192.168.250.1, 0=0mron Corporation, L=Kyoto,
S=Kyoto, C=JP
o7 7|29 SHXNO 5 7|2F A E LA L|CE 0d[)2017/02/13 19:37:23
Bk
g8 212 ZSHMO 88 |2 BF LYAYL|CE 0f)2027/02/13 19:37:23
=
MEHE SH Galo AQXIYLICH HAXIQt FUTLICH
Cf)CN=NxOpcUaServer@192.168.250.1, 0=0mron Corporation, L=Kyoto,
S=Kyoto, C=JP
EtY —
374 2| AKX SO0 BAQt O ZEFYLICH
Ny CA2| Ol A| X| C}O| | A ELICH
HMEHAE MEH ZQZHM TBEL| MM HEI EAELICH
gt A - XI| AEfE S THYLICE
- WALl 2f @ ATt M E|0f EA|FLICE
M =8 TCN=NxOpcUaServer@] 5 220 M ZHAM | IP =2 ATt EA|E L
Ct Ol= M SHXA I A E A/ ™| M2l LHE EtherNet/IP ZE Q| IP G{E2| A Y
L|C}.
(OEXS [Update] HHE | M SEM 27 &M HA|E CPU SLIE W HIO|E 2 HMBfL|CE.
HE AMISH LR 0| CHB M = T Ol A A SH= l[Server Certificate] StHo| Al 1S
A XS =AALQ.
[Export] HE | EA| 32 MH THME X509 THEA OtY 2 AAZEFL|CE
Aot Li20 thsi A= FolM HdYste (OMMH SHAMO| AALE (P3-11)I15
xRS =AA L.
[Regenerate | 222 T SO CPUKLIE W H|Y B2-MH ZHAME XHA M EL|CE,
certificate] Mot LHEof Cisi A= FolM MYsts (OMMH S Y Y (P3-11)12 &
HE Tl ZAAIL
*. 2t & 59| o0 = X.5098 Fxs FHAIL
M ussel xo
7| [Detailed Text Box]2| M EF&0f| EA|Z|= ITCN=NxOpcUaServer@J Fl2| IP {E2|A &= LY
% EtherNet/IP ZE Q| IP O E 3| A QF U X|H{OF BfL|LCF.
UX|SHX| o= HAR = OPC UA 22t0|AHEJFOPC UA MH 2|50f EaE &~ 9 L|Ct Ol A
H SHEXA 2L XI(O0[HE T E:15020000Hex)2| O|H EJt HlotL|Ct O] 32, M SHEME
2502 AN FHUAL,

NJ Al2| X CPU QL E AI2 X} 0§52 OPC UATH(SBCD-374)
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@ [Server Certificate] 3} 2| 74 Al
[Server Certificate] 2t 2| EA|E 220 H% ¢ CPU RLIE L HIO|EH 2 HAUFLICH

1 [Update] I=|'| E& 23/5'H CPU RLIE Lo M ZHAME XF 55t [Server Certificate] 2tH
O EAIE HMgL|C

@ MH| SEM AAXE
MH BYME X500 YN THL 2 AAZEFL|CL

&
N
. e . o
1 [Export] HE & 22|35} o2l 2| [Exporting Server Certificate] CH 2t XH2+ E A& L|C}, 3
c
Export server certificate [&J ):_
- “-IJ.
@uv | | » Libraries » Documents » - | 3 | | Search Documents 2 ‘ o4
Organize = Mew folder =~ ‘:9:'
4 7¢ Favorites *  Documents library B b Folder - 3
Bl Desktop L Includes: 2 locations al
& Downloads Mame : Date modified Type
| Recent Places w
No items match your search. ,\'_,
4 | = Libraries L;'I
> |2] Documents o]}
- @) Music ol
* [ Pictures T>C‘):
- B¥ Videos -
=l e " » nx
oA
File name. ServerCertificate.der - 4o
Save as type: | X.509 certificate(*.der) v| ==
Rl
= Hide Folders [ Save ] | Cancel |
SFE= TX.509 SEAMI0| 1, HEAt= M der YL Tt

2 =
ZEo| mtYUH L lServerCertificate.der @ L|Ct.

2 [save]l ES 2ot XY AZ0| Mt SBM IYS HIYBLICL

2|
CPURLIES ugst U SUB CPURLIEO|M IPO{ERAS HASH M SHAME Y
IS A= M ZSHAME AH| Q| ZEHO)| 2t A A X ESH OPC UA 2210|HE X0 YXE
S FAAL

® AMH SEAML 1Y d

Mt Z M2l DN(Distinguished Name) & 3! @2 7|2h8 7SI 2522 CPU KL E U AH
%%HE IHAHA-IZ‘:'I- 2~ QI AL O},

LS MG EE M SYMLIP A=A gH2 O A 2| LI EtherNet/IP LEOf IP Of =3 A 0f| A
clclEEE S

MH SBMEXNS Y4t T POEHAE HFZST FR= HEA MH SYME =522 /Y G
FHAIL M ZHAMO| P o{=2f| ARt LY EtherNet/IP ZEQ| IP Of E2f| A D} YX|SHX| 942 M OPC

UA SE2t0[A EJHOPCUA MH 7|50l &E = g ElLICH
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1

Ct.

[Regenerate certificate] H

£2|s1H otafl o] [Regenerate certificate] CHSFA Ko FE A EL

Regenerate certificate

Enter the identifier name and the validity period of the certificate to regenerate.

(O ELIrG Ul OMRON Corporation

Organizational unit
Locality
State or Province [
Country §i3

25|

OK Cancel

NJ AJ2|= CPU QLI E Ar8XL i =B

2 orzol =g YEELC
[OPC UA Server]&
- Sysmac Studiod| ritgstjoz st
=] o Oxl.HHO : A 2F
< S EE EA|EE 2712t AEB WY | OO
£l A9 A7/
A 0~9, a~z, A~Z, 2t2t AT 0| A[ ], 60| | BEA|Z|= SHAS| AJ/EH | OMRON Corporation | &7}
ooy | E] 2EL]L 9 A30[L] S0, | Eol M == 2t — s
NEES sA/] 2200 Ze 2] Kyoto 25t
CEES 64Xt OfLH. Kyoto =7t
=7t gr2r X 2 Xt JP =7t
f3 2|12HRA) | 1~209 H4 20 20 £}
3 [OK] HE S S2/5'™ of2l| 9| =l CHE ot EA|E LICE.
The server certificate in the Controller will be regenerated.
Do you want to continue?
4 [ves]HES 22Uste YA ONHE L 9B 7|2H02 CPUSLIE L M SHAME CPU L
E LHOJ| XH 4 dehL|Ct. [No] HES S2/5ITH 20l Tty X E B0 A3 M AEi 2 E|FofZhL|Ct.
MH SHANE HAHEet 0= 1 HEfZ = OPC UA 22t0|HEQ} E41T 4 Qi ElL|Ct. OPC
UA 2E2I0|AERl S418H7| s M SFME AAZLESHD BHEA OPCUA 2EI0|HE X
of X8 FHAIR M SHAML AAZE drHof| CisiM = (MMM SEM AATE
(P3-11)I1E RS A2,

OPC UATH(SBCD-374)



3 OPC

UA MH 2|52 273

— L—
=2t H& QI CPU KLIE LHOM Xt2] MY SE0[UE SEAME BA

o

CAMY S20|HE ZHM B0 tisi M= (LTA-3CA MY S2t0|AHE SHMO| T S5t=
x XA

o
B2 (PA-10)1E HEoi FHAIL.

1 Sysmac StudioOf| A CPU R LI E0Of 2221 H &350 HE| 7 o AE =22 [Configurations and
Setup]-[OPC UA Settings]0ll Al [OPC UA Server Settings]& 22 2!5t1 [Client

Authentication]2 MEH$HL| C}.

F# Data Trace
¥ i OPC UA Settings

L2

N Frogerine

ertificate

Issuer Authentication
Settings

Status

o2l et 20| [Client Authentication] 3t 0| EA| E L|C},
L)
¥ Trusted Certificate

Common Name « Expiration of validity period
CTTUSER 2018/03/16 05:38:24
NXUaServer@192.168.250.1 2037/05/11 15:07:26

Organization Domain Name
OPC Foundation OMRON-PC
OMRON Corporation 192.168.250.1

o+

¥ Certificate Revocation List

File Name « Issuer Effective Start Date | Mext Update Date
OMRON Corporation, US 2017/07/05 02:08:33 2017/09/30 02:08:33
OMRON Corporation, FR 2017/06/23 09:00:00 2018/07/23 09:00:00

OMRON Corporation, US 2017/01/06 05:26:03 20158/01,/06 05:26:03

cdp.crl

¥ Rejected Certificate

Common Name « [Expiration of validity period  Organization Domain Name
CTTCA 2022/03/15 05:37:54 OPC Foundation OMRON-PC
CTTINTERCA 2022/06/21 08:47:38 OPC Foundation 43-47018

Mowve to Trusted Certificate

(BE)[Update] HE

(D)[Move to Trusted Certificate] HE

| Update I

NJ Al2| X CPU QL|E AIS Xt Oj42 OPC UATH(SBCD-374)
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Of2fet 22 LH&0| EA|ELIC}.
g2 215 49
(ALl 222 CPU SLIE Lol dz[Eh2 S2t0[HE ZYHAM 2| AEDL HA|EL L
SEMEAE HHEUY, R V(U TR, 2EE, THQIHEO| HA|EL|CH
COEES HA M= HU UYL LEA-LICHL 24 B HHE S5t 24 & =2 0§
2 AEE HEY £ ASLICH FHY MOICt QEX 1 W20 HBtE L)
- [Add] e = ()
[Add Certificate] CHte XH0I| M MEHEl SHME CPU RLIE LHS| MZ[H2 ZHM 2[AE
Off FIHHS)HLICH Mgt Lo CHall M= Flol M EEst= (LMNZ2t0[HE THAM O
FIt SE(CPUKLIERS TE)(P.3-14)12 HZEH FHAR.
- [Delete] H-I%():
MEE|O U= BYME CPURLIE LY A2[EH2 ZEM 2[AE0XM AXBLCE & MS
Ligoll tisi M= FlolM dYots (LIS 20|AE SHM AH|(P.3-17)18 =8 F4
Al2.
- [Show Detail] HE: MEiZ|0] A= THXM | A Mot LHES FA|LICL
BEZEM =2H EEMad 4H 2[AE 1= CAMYL S20|HE SHAMQ AL000F At R LICEH
gHElAE Mot L8 (LTA-3CA MY S2t0|AE ZF MO0 35t B2 (PA-10)15 EESH T4

AR,

CPU S LIE LH9| A

S SC0|HE SEM 2| AEJL HAFLIC

- [Delete] HE (D) :

—

MEHE|O QU= "”‘*1; CPURLIEW HEE ZHN EI*EOHH APH| =L L
- [Show Detail] HE : MEHE|0 A= THM Mt LHES EAIZLC
(D)[Move to CPURLIE Lo HEEI ZTBAM Z|AEE Hedt2 ZHME 0|58 LICH
Trusted - [Move to Trusted Certificate] H&:
Certificate] HEE ZEAM E[AENM ﬁE”EIO'I UE ZTEME MUEL2 ZTHME O|FELICH
HE AAE g0 Cisi M e FHolM dEste (OIMAHEE S2t0|HE SHAM Q| 817t (P. 3-18)
E X8l FHAR.
(BE)[Update] [Client Authentication] 28| HEA|S CPU S L|E L H|O|E{ 2 HAIBHL|C},
HE AM|SH LR 0] M = ol M dst= (LT [Client Authentication] 2t 2| 24 Al (P, 3-19)J

2 Bxef FHAL.

® SH0|AHE FFA L 7t &

PC L0 9= 2 20| 0 E ST A TH (&K} der) S

St ct.

1 [(AddH=EDe

ZE(CPU

FLIEZQ HE)
CPUQLIE LY TAIZ8e ZoA 2| AE o &

2 2{FLICE. of2 2| [Add Certificate] &t Xt 2+ EA|EH LI Ct.
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Add Certificate [
@Ov|@ » Libraries » Documents » - | 3 || Search Documents Pl
Organize v Mew folder ==~ @
4.7 Favorites . i
- — Documents_ ||brary Armrange by:  Folder =
B Desktop Includes: 2 locations
& Downloads - -
. = Mame Date modified
= Recent Places 1
w
|@ Certificatel.der 2017/03/17 14:23 ~
4|3 Libraries 5 Certificate2.der 2017/04/03 15:04 %
| ©[Z| Documents | [ Certificate3.der 2017/04/03 15:05 2
P JF Music 5 Certificated.der 2017/04/03 15:09 :‘:
I [ Pictures gji
[» E Videos
-4 11 | + 3
File pame:  Certificatel.der - [)(.509 certificate(*.der) vl "
NS
I Open i ’ Cancel ] &
ol
of
s
= =3 =) = =
2 0} SE3t 230/E UM YA XdeNS 1 T 24 Mehstol [Open]HESE E
5 x
23t s
S 2QI5h= orefiet 2 Tt Aot B AIELICEH ¥
f
>

Sysmac Studio

Add the selected certificate to the Controller.
Do you want to continue?

3 [Yes]HES Sstel Meis|of Y 220|AE SYUMT}CPU QLIE L2l ME/we SaA 2|
f

OfT otz 20| =HQl LS R EA|E LI CE

Sysmac Studio

The certificate has been transferred.
Check the Output Tab Page for the transfer result.
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ot SEO| ZUHStH o2 of 20| &l CHSH Kot B A LICE.
I|EQ HRE SBM 2 AE0 EXots R
Tt SESt= SE0|UE ZTEMILCPU RLIE LU THEE SEAM 2[AE j0i| o]0] ZXH3t
= R oteieh 20| 2fQl CHSHYXEIF A FLICE,
Sysmac Studio X

A certificate with the same thumbprint as the selected one exists in the Rejected Certificate or
in the Trusted Certificate in the Controller.
Do you want to delete the certificate and add it?

opcuactt_interca.der
(Thumbprint : 909344F4533ESD8EDACT8721B69F1DDF730929BB)

No Yes to All Cancel

| EL M2 FEM E|AE0 EXots B2
It SEOE SEI0|UE SEMIECPU RLIE LT 2|2 SEM
Stz FR& ofefit Z0f 2l CHsh AtoF A LICH
Sysmac Studic 5]

A certificate with the same thumbprint as the selected one exists in the Controller.
Do you want to overwrite?

Certificatel.der
(Thumbprint : 505D053D228A40A0B36ABI6DC357A234F2185DB2)

No Yes to All Cancel
oo nn |

Sysmac Studio

The certificate was not transferred.
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HES 61015t o X| 9t 2 E20|HES ZEME ASE THZH2 THM 2|AE 0| 553
BR0 =N HEEHO OPCUA MH 7|52 dlid 2E0|AEZREH | &S &{ItefL Tt
OIE e MHZEC| 7| L FEI =M HLE o E5HX| o2 20| A E 220t Yooz
Sysmac StudioOi| M T 2[22 ZHAM 2[AE |0 S5 Z&Y Ui SS5t1X 6hs 22I0[HE
SEMILAUEE > A= FYHMAUX R E SE0| Qs AL,
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o
e SO 220U E ZSFAME CPU RLIE LHO M AfX| gL Lt
M2 SEM ZAE, HEE SEM 2[AEL SYAMO CHs 2 HE += AS LI

—_— o

1 smistoxtote 2ato|9E SHME

8 Ql CHete At oF B A|E LICE

=

Meist D [Delete] HE (NS S2/¥LICH of2fet 22

Sysmac Studio

Deleting the certificate can not be undone.
Are you sure you wish to delete it?

2 [Yes]HES S28® CPUSLIE L S210|HE SHA 7} AL ELICH

NJ A|2| = CPU QL E A X} Ol OPC UAT(SBCD-374)
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® & E SC0|HE SEXM S 50t

L_— O

M 591 S2A012E FUHE CPURLIE Uel AR E BN AILZ01N Hzitre Sk 22

o O

1 o|=stmxtst= 2210|HE ZYM S MeASHT [Move to Trusted Certificate] H{E S S 28t

Ot2ff 2| [Processing] CHatat Xt B Al LT

Processing..

2 A3 CPUSLIE Lo 22t0|91E S5 A7} 0[S E| 1 [Client Authentication] 2H2 T A|} A
A YRR HAEL
Ol Sofl ATjst B9, o2 et 20| 2ol CHSHAIRIF EA|E LI,

—/

Sysmac Studio

Could not move the certificate.
The target certificate does not exist in the Controller.

Please obtain the latest state by ‘update’, and then try again.

@ H|O

SEI0|UE SFM HREE SEM 2| AERO XS FIt S5

OPCUA 22f0|HE ME0| HEE|0f UL S2t0|HE MR 2 SYNM 2| AE0f ZAHOFX| B
S Ho et 2at0|iEC] 22t0|HE SHEME HEE SHA 2| AE0| (0 F0t 52
L|Cf.

® STEMO| M EAl 2tHO| EA|
HE QI S2H0IUE SYMQ M LIES BAISHIXL St= B2, otefiet 20| =2 gL .

1 [Show Detail] HHE S S23tLiC}
[Processing] CHat & Xt B A= L|C

Processing...

2 A CPUSLIE L 2at0|AE SHAMO| AX| L0 EAIFLICH
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Certificate =X

RGN NXlaServer@i92.168.250.1
NN X UaServer@192.168.250.1
VCUG il 2017/05/16 15:07:26 0l 2037/05/11 15:07:26

Certificate field
Field
Version 3
Serial number 591A971E
Signature algorithm sha256RSA
Issuer CN=NxUaServer@192.168.250.1, 0=0MRON Corporation, L=Kyoto, S=Kyoto,

vialid Frann WA TINE S AENTa08

SYM YA EAIO 2o{ot FL

o - O

Otef et 20| 2ol CHab o X2t EA|E LTt

Sysmac Studio

Could not get the certificate.
The target certificate does not exist in the Controller.

Please obtain the latest state by 'update’, and then try again.

@ [Client Authentication] gt 2| 244
[Client Authentication] 2tT 2| EA|E 222! H4 QI CPU RLIE L HIO|E{ 2 AR L

ru

1 [Update] HHES 22/5t3 CPU QLIE L 2210|HE SHA
Authentication] 2t 2| EA|E 4 Al gtL|LC},

@ H|1

220[E SYA Q| EA U £ F0| 472 OPC UA 220 E 7t A0 HA 5|0 9l
2, S 22091t flzlure SHA 2lA0) EMOLX| %S He sy Feto|oi=ol 22t0)
AE ZYME HEE AEO| XSO 2 27t SEELICE 0|2 22 F2 [Client

=
=)
Authentication] 2t & 24 ASHOF 2FL|Ct,

|AEE % =61 [Client

ol
L—
% S CPU RLIE LM S=f0[¢H
o

E ZYMO| MY CAZ AHilS HA| B ZERLICH
Cisii A= (OTA-3CA M E 22I0|HE &Y

3 f
SBAMO L 3ot= B2 (PA-10)1E H=8H FHA
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3-2-6 =otH¥H
Ofefl= Hot 278 SE I LAES LIEHE LI
Hot @y otefiel W= gL
CAEA IS E8
-y 29l
- EOh O
Hot ¥ 2 22l T ot A ot GO TR 24 £

1 Sysmac Studiodl M CPU QLIS 0| 2291 H&5t0] HE| B oA
Setup]-[OPC UA Settings]oi| A [OPC UA Server Settings]& £2

et Ct

N Frogenming ok

Server Certificate

Client Authentication

Ot2H Q| [Security Settings] CH3tAF X2+ B A &l L| T},

—

Security Settings

- User Authentication Settings
User name «
OPCUAUser001
OPCUAUser002
OPCUAUsen003

Change password

+ @

- Anonymous login
O Permit

@ Prohibit

- Security policy
None
Sign - Basicl128Rsals
Sign - Ba ]
Sign - Basic2565ha256
SignAndEncrypt - Basic128Rsals
SignAndEncrypt - Basic256
SignAndEncrypt - Basic2565ha256

Transfer to Controller Cancel

E 23 9| [Configurations and

2|6t 0f [Security Settings] &
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23
e ‘s 4Y adu CIZE | A EOIY | 2ES
g
XS | 2FE ALEXEO| L2 HAIE LT INE=SNI=MUCTE ( PNCT = nS H& =2
243 -CIEEQ BAl &M= ALBAIE 2F 0 | (2|0 20 8) [Transfer to
U MYEO J}s =AM ULICH AFEXL Controller]
ol SHE 25t EY = ASH HES 28
Ct. 22/ miottt @ EXe ot L2 Xt e w
. N
Of BA2tE LT} 3
- [Add] e = (- Q
A& XE S FOre LT &M S Lol “’J;
CishMe (DTAFE X E 2 9t (P.3-22)) ox
2 HE FYAL.
- [Delete] H-I%(ﬁ): 3
MERE|Of QU= ALEAIE S ATHI R LT
- [Change password] HE:
MEH SO MEXFEO MAQEE HFE -
LICt Mgt LHE 0l CHBll M = F oA A o
Yot (LIMAQE WY (P3-22)12 & E
ol FHAIL. i
AP =0l | 4F =2al(Anonymous)2| FXI/812tHE =2 519t oz
AEgLL. - 519t
HOFCHAM | OPCUA Aol HoF & I THAO|| TS A | - None RE
HEXN2| 518 HeE 4L - Sign - Basic128Rsa15 | A3 &
23 5~ Q&L Ot - Sign - Basic256 (B&
X|H sH2 ol Chsfj A= (J75-2-2 OPC UA | - Sign - Basic2565ha256 | 61-&)
HO B E 9l M (P.5-6)12 A Xl 444l | - SignAndEncrypt -
Q. Basic128Rsa15
- SignAndEncrypt-
Basic256
- SignAndEncrypt -
Basic2565ha256
Hs MEE Rot Mg olE M, oY 2 | - — — -
[Transfer | 101 3! BoF M) S CPU RLIEE &
to LIC. A M3t LIS Ol Tl A= S04 42
Controller] | sj= (DTwiot Mol H& (P3-22)18 &
HE T8 AN,
. AEAY, HAEQ| 2F & MO M2 ofajet ZEL L
g5 g2 2% =Xt e ) 4
AL Xt 0~9, a~z, A~Z(CHEXH/ A B XIS FLER LT 4~32F Xt =
0 G of2fel AFEXIE 2 ofefofo|2 2 HHY 5 Sl& LI
(CHEX/AZAE LESHX| f&LICH
- Administrator
- Designer
- Maintainer
- Operator
- Observer
- Anonymous
Qe 0~9,a~z, A~Z(HE X/ A 2 XS FHFIL|CH 8~3227 e
HPETS WA=t SY WA=t 5Y 24
(2t018)
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Hotg ne{stE A= [Security Policy]| A BtE Al TNonel M3 E E0 FHUAIL.

1 [Add] H{ E(EH)S S2|6t™ ofai et 20| [Add a User] Lt AL ot B A€ LICH,

Add a User =X

User name
Password
Confirm Password

Cancel

2 [User name]2t0]| AF2XtH &, [Password] &! [Confirm Password]2t0f| N A EE &St
[OK] HE S SE|=LICL

HE O AR YOl HAS S HYBILICY,

1 [Change password] HE& Z2!3™ o2l 2] [Change Password] CHata Xt 2F E Al &l L|Ct,
Change Password ﬂ

(WEET Gl OPCUAUser003
Current Password
New Password
Confirm New Password

2 [Current Password], [New Password] & [Confirm New Password]2t0] I A EE = stD
[OKIHEZS S=/gfLICt.

® =t Ao [E
[Security Settings] 2120l EA|El 2Ot HH(AEA 215 47, oY 20l 9l Lot Cf#)S CPU R

LIEZ TEYLICHL

1 M4 [Transfer to Controller] HE S 2 2|6tH™ Of2{2} 20| CiSH Xk 7t HA| E L|CY.

Sysmac Studio

2 [Yes]H{Eg 22810 ALRAL 15 MO HAE ALSXIY/IAY S0 CPU SLIER HAEL

=
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&0l FSotH of2het 20| 2l thahoXtot B AIE LI L.

o o

Sysmac Studio

The security settings were transferred.

w

3-2-7  A|H AE] S
o

OPC UA MH{ 7|50 J1= Afel, B4 S2}0|HE £ S0t 262 OPC UA AMH 7|50 AtEHE =tolgt 2 9f &
u|=3 5

nx

ox

Sysmac Studio0®f| A] OPC UA A 7| 59| ALt X|A| = Jts &L Ct.
AbMISH LHR0f| o A= T4-2-1 Sysmac Studio2] OPC UA A AFEHO]| 2|3t Q1 (P.4-5)12 & X i
FAAR.

w

3-2-8 s 210 EA|
CPURLIEO| SAE SDHZ2| FtE L Al 20 LS BAl A 5 =
At L &0l T M = [DT7-2-2 Sysmac StudioQ] 2t& 21 EAI0f 23t 201 (P.7-13)18 HE F
A2

=

H3& Wby £-2-€

i
329 J|s &EE 05t Sysmac StudioO| M A% 29| A= Ohs 2312 49 N
H2| St/IZM TOHS 23 E AL Of2H0i| #| X EfL(Ch
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O: O, A MEHO)| T2 T2, x: CHAY 2

OPC UA Mt #% o o o o ArH|gtct
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ERTRERS
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]

oy 219, Hot
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*2. S X {2 E ofzfo| A MEH Jts.
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1 Sysmac Studioe] 32 w4 OIC|E| = 22 #a2| INetwork Publish 441 TPublish
OnlyJ, Tinput] &= MOutput] @ 2 A& gfL|Ct.
09t 20| 450 HFE HAE =230 BHE Ha2hD BLict

oL LT =

Multiview Explorer ~ 1 Global Variables x
new_Controller 0+ Data Type | Initial Value | AT | Retain | Constant | Network Publish |
Metwork_Inl
Network_In2 WORD 1620 O O nput
Network_Outl | WORD 1620 m| W | Outp

= .
HESZ 370 £40f & OPC UA SEI0|UEQ| THE 7|5 O{ 2= ot2fiet Z&LICt

=/

OPCUA EZ0|HEQ| Tt= 7|5 o5
ES M X2} =
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M54 )
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S0l 2 A2 oteli et Z &L C.
gs oot 5
S W o 10,0001
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[OPC UA Server Settings]E G & 22/¢tL|Ct F= 22261 [Edit]S MEighL|Ct.
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2aenY + ClelEalof Mashe 4% 219 20 1Y +2 2% | 2-100

gLct. (HE

E:24)

ACH ohY 0l = FR= o1y Q2 & TH0| Al | Tl of
E|0 M2 2 ool A ELCt.

2I9YIAE Ao 210U I E (2D )2 MHELICL | 100~65,536
e HIZE 0| O S AMO A S 2 | (HEE:12,000)
St MFE AAELICH Thel: /o

NJ AJ2|= CPU QLI E Ar8XL i =B

OPC UATH(SBCD-374)



~l
=
ok
HU
|
N
or

HE 23 OtH ol ArQF2 Or2fet &L T

A2 MY S22 HIAEE LY EHLCHL

1HIZE= 1THOZE BHEL|CL

17Hel 2 213 Mo MY5t= | 2E9| £ ~= Sysmac StudioOf| A A& gfLICt.

18| 2 E9| AO| == X|TH 2568} 0| E LT},

O AP opyo| FF = Oofef et Z& L

oy oo FF Hl 2
OPCUA_ExecutionLog.log EIFAFMZT | —
o

OPCUA_ExecutionLog_YYYYMMDDHHMmMssSSS . log H AL 4 Cio oll:
ZIYYYY: AP, MM:E, DD: &, ZEst 20 oty OPCUA_ExecutionLog_2017072
HH: Al, mm: &, ss: X, SSS: He| X 4220915040.log
2 XSOt MY XX b= AR = "0"2 2 E2terL|Ct.
OPCUA_ExecutionLog.fjc A AR I EIoYel e 8 oy

*IEHO ZEE= A2 E = CPU RLIEQ AJAR A|2H0] AHEELICH
- MY A CHELS|(SD 22| FtE W)= of2iet Z &L T
2 Mo MY B
/packages/OPCUA_Server/ExecutionLog/
-2 OOl 2EE Oh Y MY HaA:
/packages/OPCUA_Server/System/

M ugyel zo

RBRCERF L-L

)
- OPCUA_ExecutionlLog.fic(2 1 Ot Q| 22| 8 oY)

Aot ZE 2l 232 LHEO| AME[= & 2O MYUO| SHEA N =X &E&LIC U

n

o

7-1-6  B|REQo| ZoH <
oF

BRSO ToHe ofafet 2 LTt W
18 ZEE=of2ie THO 2 O|R O X[ 52| Ot B = /g L Tt D2 H Bt O 2tH B = Mo =2 ';
FEELLC 2
10

[Serial number]<tab>[Date]<tab>[Time]<tab>[Millisecond]<tab>[Category name]<tab>[Log code] O%
<tab>[Logname]<tab>[Details]CR+LF v

It 2t o ALO| = a9

oiH 1~5HIO|E 0~65,535

65,5352 X1t5tH 00 2 E|Sof2hL|C}.

240 oo 2 M8 =X EHLCHMZ2 THY S 248

A2 02 = E[SOHHX| A& LICH

(A=

et 10H[O| E(1 ) YRCOI|2E HYUS BAIBLICH).
YYYY-MM-DD
04| :2017-06-23

A2t 8 HIO|E(1 %) YREII|ZE AREE BABLICHT).
hh:mm:ss
0f:15:33:45

NJ Al2|= CPU S L|E A8 X} Oi 52 OPC UAM(SBCD-374) 7-5



7 A E3|s
o2t E AtO| = 49
TR 3HIO|E(11%) HAEI 2 E|US e Ye|XE 1074 3Xt2| Ha
(000~999) 2 EA|SHL|CH(').
0fl: 10ms2| % :010
623ms2| BL:623
It ey *2 %|CH 16H}0| E(7}44) S| D 2|2 BEA|EL|C}
EI3E 4HIO|E 17 StE|D2| oM DR Al AEE 10715 4Xt2| 2 EA|ELICL
219 Z|CH 32HIO| E(9t1#H) 23 AEQ WHES LtEt HE HEE EALLH
HH e Z|CH 168HI0|E(OtH) | A% 2o Aot LHES HA IEH—I Ct,
M E Lol M 7”“E7 2 o2 LEELICHL MM FE Lo
M YE £ oYL CH LHE2 JtH T 2fof o2t CHE LI C
CR+LF 2HI0|E HIEo EEE LIEFHLICH

*1. [Date], [Time] & [Millisecond]= CPU S L|E Q| A|AE A|2t0| AFREIL|LC},

*2. [Category name]:

[Category ItE| 2| Yo Moy =9 AL OfA]

name] o[0|

SERVER OPC UA A H OPCUA MH 2|52 HEli | &H| 7| A2 EE{E #H:
HO|(Ots HE)E 7I2T | OPC UA EEI0|AEDJF OPC UA AH 2|50
L|CF. Had xS Mkt £E) S

AUTH o= O E2[H 0| M 2IF AtEXL | FH| 7|5 Al EZ{E #+E:
QIEZ o M3 HutE J|E¢ | OPC UA SEI0|HEI} OPC UA MH 2|50
L|C}. B +gE2M S

CERT YN OPCUA MH 7|50] &X| | ZH| 75 59| EjE #&:
Ste M SHA], 22t0] | 2tHO & M5 E OPCUA 22t0[HE Dt
AHE %%H,CA?”SH, = | OPC UA HH'I 50 HEE 5 A ERS
PN 2 AAeAES | E
HAES J| =L Ct

[Category Name], [Log code], [Log name] & [Details]= Of2f @ Zt&L|Ct.
[Log —10io
E]Caar;eé;]ory code] | [Log name] §IU_I g2l [Details]
(10%14) _
SERVER | 0001 Start OPCUA AMH | 813
2152 AlE
0004 | Prepare OPCUA MH | SS
Jlsel o=y
ABURH
Nk
0005 | Run OPCUA MH | glS
Jls2ots
0006 Shutdown OPCUA MH | 8lS
el Ack2
otz
0007 HaltError OPC UA MH{ | ofl2] i A X|
°l5 ol Fiol oAIX| ¥2te & oofael e &

NJ A|2| = CPU S L E At X} Ol OPC UAT(SBCD-374)



~l
=
ok
HU
|
E
or

[Log
[ExiE=gory code] [Log name] =132l [Details]
name] o[O|
(10%I5)
SERVER | 0100 MaxVariables 31 2tsst I Of:
(0101 M) [T B4 & | [Details1]
2 xapsc
AI—k” X‘lE’]:
- MaxVariables: #=2| =7} o ot3fS X 1pgiCt
- MaxValues: H0| R £d 01 497N X
Il ey
- MaxDataTypes: L 24| H | 7} ¢otgts X1}
SHCH
0101 InvalidDataType | O|X| ¥l Ci|O|& | ZZoH:
¥ 2 L SSHE | [Details1]<tab>[Details2] <tab>[Details3]
H
SAM BET:
-Ha SONY £ gle 2 M E A0 6040
ENIX| EA|
Z: HE| HIO|E ZXte| Z 2, ObX|Y E X}t SH}
B BANEX| e 320t %Ef
AN "HE2:
- MultiDimensionalArray:
- O|X}3l Ol o CHAHY HH P 2 X|75 El L= A|Ct
- WOl O] Xt O] 42| ChAh HiZ ol et
TEH|CE
- Union: 3-&X|7} L& =|0f QUL
- SubscriptOfArrary:
- A& HD I 0" R A|EHE|X| @b HHEO[LCt.
- RN MO A|Z HD I "0" R B A|ZSt
X| %= Hi¥o| ekl QUL
- NestedStructre: LEM|2Q| H|Z 2|2 0| Arst3t
= X0r3ct
- MaxMembers: L ZH|Q| B I} &9t X
oS
- MaxSize: #=2| AFO| =D AotgtS = ut3iCt.
- MaxArrayElements: H{ Q& =2 @ 4 27} Aot
= X0r3ct
SM HE3:
- H AFO| X APM| M E 27t TMaxSize Y T E14~
O ALO|=E DI BCH(10T! 4, THel = HIO| E).
a0/ dee oM 32 g 2.
FNe #H0 AY|2l 54 200 IEE M=
25'50‘” 7—|’<E| D-IEII- j|§o|-|:|-
0110 NumOfVariables | OPC UA &7H | ZBH: Variables=xxxx, Values=xxxx,

H{ A A

DataTypes=xxxx

T T
VariablesOPC UA 37K 19| £
ValuesOPC UA 274 H1¢—9| 1R E5d 5=+
DataTypesOPC UA Il o] 1EH| FHo| B+

NJ AJ2|= CPU RLIE AL8X} D=

OPC UAT(SBCD-374)
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[LOQ m
E](;ar;eé;]ory code] [Log name] flﬂll g2l [Details]
(10%l%
SERVER( | 0111 PublishedVariabl | OPC UA &7 | mOoH:
0| 0{ A1) e B2~ 0| AMA| [VarName]<tab>[VarSize]<tab>[NumOfValues]<t
HE ab>[NumOfMembers]
- VarName: OPC UA S2[0|HEO|H S7liste H
2 (X|CH 60HIO|ENLX| HEA|)
. HE| HIO|E 2Xte| Z 2, OrX[g EX2t SHIE
H BEA=X] @t B2 QUL
- VarSize: 42| AtO| Z(10%! 4+, TH¢{= HIO|E)
- NumOfValues: ¥ 4=0| =2 £ ~(10% =, T
fl= 0. BHel= 2|1 SoHX] Y S)
- NumOfMembers: #5=9| H|O|E{H 0| =X
M AEH Q] HE (108, THelE= 2H. Eel=
1S5 84 8)
F: H=0| Do E{ 0| FxA|7t ot wh, TOJ(HIZ).
AUTH 0001 Application OE2[AH 0l | -FH& Al
IE A Al
ILOH:
OPEN<tab>[SessionID]<tab>[IP address of
connecting client]<tab>[Host information of
client certificate]
-0l Al A
ITOH:
ERROR<tab>[Error message]
Z:0]2] DA X| Y72 H Of2Ho *28 & =X
-HEE A
ITOH:
CLOSE<tab>[SessionID]
0002 | User ALE XIS - Zd Al
I OH:Syccess<tab>[SessionID]<tab>[User
name]
-0l Al A
I oH: ERROR<tab> A2 X} <tab>[Error
message]
.02 oA X] Y& & ool *38 &=
0100 Update Hot M9 9
24
CERT 0001 Update_Sever MH ZBEAMQl | ZLol:
P [Distinguished name (common name) of
0002 Notify_Server MH =AM Q| | certificate]<tab>[Expiration date of certificate]
QT I3t
otz o0 SHMO AEHFHH HY): MFEE £ 60
0003 Expired_Server | MH ZH A9 HFO|E7FX| E3otCh.
o8 7|8t =W 87 7|3t YYYY-MM-DDThh:mm:ssZ
= (BYAMO {7 782 UTCO| 2| XH |0 RULY.
0004 | Mismatch_Host | A{H] @A %:**: )’gi(’“ 1S3t B2 = AR UTCO 21=
x| e

NJ Al2| X CPU QL E AI2 X} 0§52 OPC UATH(SBCD-374)
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[Log

[Category o

name]

(10713

[Log name]

29|

[Details]

CERT
(0101 M)

0100

Add

o
Rl
lo

4t ol
N

0101

Delete

0.

1 oM
= o
x
10

0102

Move

EERE
o5

Iof:

[Distinguished name
(common name) of
certificate]<tab>
[Expiration date of
certificate]<tab>
[Details1]

I
>

i
M=

- BYAM O AEY(
B U Y): M FRE
Z[CH 60H}O| ENLX|
Za3sirt,

- BEMe /7 7|8t
YYYY-MM-DDThh:
mm:ssZ
(ZHMQ Qs 7|3
2 UTCOf| 2| X =[]
ULE &M F&of 7|
28t 4oz o
Z UTCo|| 7| 23tct)

I'_n.

M HET:

[Type of certificate]

<tab>[Store location]

- ZPMe FE:
CLIENT: 22l0|HE
SHNM

CAEO BA:
TRUSTED: Al 2|2
SEMEAE
ISSUER:CA S A
2|AE

M EET:

[Type of certificate]

<tab>[Store location]

- SEMe FF:

o TT -

CLIENT: 22f0|HE
XD:‘ A.i

CAEO BA:
TRUSTED: Alg[gte
=0 2|AE
ISSUER: CA ZH A
2|AE
REJECTED: HEE
SEMEAE

M EE:

[Type of certificate]

<tab>[Store location]

->[Store location]

- SEMLY BFE:
CLIENT: 22I0|HE
x o kI

. [Store
location]->[Store
location]: REJECTED
->TRUSTED(11 ™)

RBRCERF L-L

~

0103

Discard

ECCE
]

AMEHET:

[Type of certificate]

<tab>[Store location]

- BYM FF:
CLIENT: E2i0|HE
EYA

- AEO] B A
REJECTED: HE &
YN E|AE(LH)

F 2o BReTEY

Mool 4y 208

2| E5tX| =CHOHIE

230 = 2| &E%).

- HIEE] HA| ALA|

-OPCUAO|X| ¥ T2 H|
EQIOtRREE

-OPCUAD|X| ¥ T2 H|
Eo &Y

NE IBIER 9-1-L

NJ AJ2|= CPU RLIE AL8X} D=
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[Log o
E]Caar;eé;]ory code] [Log name] flﬂll g2l [Details]
(10%713)
CERT 0200 Add_Crl sHM A ITOH:
(O] M) SH2|AEQ| | [File name]<tab>[Distinguished name (common
ESpl name) of CA]l<tab>[Expiration date of revocation
0201 Delete_Crl ZHMEH list]<tab>[Type ofrevocation list]<tab>[Store
ArAlZ|AE 9| | location]
APH|

- IhE: M HE £ O 608HO| E7HX| S St
L CAQ) A (A2 Ul ) M ESE| A|cH 608}O]

R MM EAEL 37 )|
YYYY-MM-DDThh:mm:ssZ

c2H Y 2AES ZRICLENT: 220|UE
ZHAMO wH MM BAE

- AEO] BA: TRUSTED: M AZ| 2| AE
ISSUER: R E ZHAN/Z2t BHA

B|AE

Fay 4o 2AEQ ALY Tt

Ct2ol AR Tad A 2[AEQ| AbX| A

BIOE J|E6HX| $=CHO|HE 200 7| EF)

S22 A ALE|
-OPCUAO|X|Q TZMEQ|C}R2
-OPCUAD|X|Q T2HMEQ| 2¢]

NJ AJ2|= CPU QLI E Ar8XL i =B
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7 A 273 0|5
*1. HaltError(OPC UA MH 7|5 0f 21)2| of|2f Al X| L&
0|21 M| Al X] o[0|
Configuration Error OPC UA &7 Ot o Th=of Amjgict.
[Cause] OPC UA A7 m 0| GiCt. mb& | ALt
[Measure] OPC UA 8 H & CI2F E3tC},
Server Start Error OlE8|A Z2te =0 Am3ict
[Cause] TCP ZTE HS I =2 | QiCt
[Measure] TCP LE HS E HAHSI] M2 CtRZ ST,
OPC UA System Error XEHQl o] o2 =MLt
[Cause] A EQ||0{0f Of| 212} LHRHCE.
[Measure] X & OFF/ON
*2. Application(0{ 2 2[3|0| 4 Q15)9| of|2] HIAlX| Lt
ol 2] HIALX] o[0
BadCertificatelssuerRevocati | CASEAMO E2H MM 2| AEN BN AT £ glOoOZ Z0|HE SHME
onUnknown e = ASX 2ot EEFHSIL}
BadCertificatelnvalid YN MHo| e ZYXMI ZHEUS I5450] ULt
BadCertificateUntrusted dElg + gle CAY st 38N
BadCertificateRevoked CAE ES{ UHE|QIOLL B3 AFMEl =T
BadTooManySessions MM 0F XU
*3. User(AF8 X} 1F)2] ol 2] HIA[X| L Z
ol 21 HIALX] o|o|
BadUserAccessDenied AMEXY = MAQED EHRZEULCE
BadldentityTokenRejected ol 2010 2X|EUS W U™ 2301 Q7 ULt

NJ Al2| X CPU QL|E AIS Xt Oj42 OPC UATH(SBCD-374)
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1-7  Alsi 270 mtel L g3 EQ| o
AlsH 20 MY L 2|2 EQ| o= of2het 2 LICt.

- Hel SYURE{ OPC UA M 2|52 AIEHR 9] of
2017-10-17 14:52:50 747 SERVER 0001 Start

2017-10-17 14:52:50 749 SERVER 0004 Prepaire

2017-10-17 14:52:50 877 SERVER 0111 PublishedVariable Var1 2Byte
2017-10-17 14:52:50 878 SERVER 0111 PublishedVariable Var2 6Byte
2017-10-17 14:52:50 878 SERVER 0111 PublishedVariable Var3 2Byte
2017-10-17 14:52:50 878 SERVER 0111 PublishedVariable Var4 10Byte
2017-10-17 14:52:50 878 SERVER 0110 NumOfVariables Variables=4,
Values=10, DataTypes=1

7 2017-10-17 14:52:50 889 SERVER 0005 Run

SO oW N - O
U-IAU-)A
O O wo

- S2O|UEIFE QA E YLt o027 Z/let 3L of:

8 2017-10-17 14:54:11 822 AUTH 0001 Application ERROR BadCertificateUntrusted
9 2017-10-17 14:54:11 844 CERT 0103 Discard UaClient_1@SamplePC
2022-10-03T08:19:54.000ZCLIENTREJECTED

- AL AL SEf0|UE SHME HES SEAM Z|2E0M MEU2 ZEM AEZ 0|5 ER2
off:

102017-10-17 14:54:28 929 CERT 0102 Move UaClient_1@SamplePC

2022-10-03T08:19:54.000ZCLIENTREJECTED->TRUSTED

- SEO|AEM YL 2, A8 S H O{E2[AH 0|3 2150l o SES FR2 ol

112017-10-17 14:54:39 250 AUTH 0002 User SUCCESSOx2ADA356B

Anonymous

122017-10-17 14:54:39 251 AUTH 0001 Application OPEN Ox2ADA356B

192.168.255.2UaClient_1@SamplePC

- AL Xt7F OPC UA A 7|58 MLt Al2I ZL9| of
602017-10-17 16:05:45 323 SERVER0O006 Shutdown

7-12 NJ Al2|= CPU §L|E A8 X} Oi 5+ OPC UATH(SBCD-374)
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7-2 M3 22 8918}

-1

0170 M= CPU RLIEO| A E SDHE2| ZtE0 MY E 2ts 228 2lst= Aol sl 23
Ct.

i
-

7

Al
=

ot
- Sysmac Studio?| ?t& 2
-SDHEE PE ZRE &
-FTP 22I0|HE AT ESQ

M MEdol F2|

Als 270 O L UTF-89| B2t AEEZ NS SL L

]
w
>
rr oSk
Hu
|
lo
Jiot
re
o
1

o2
Hu
|

L2
1o
It
it
tu
o
ro

7-2-2  Sysmac Studio®| 7t 23 EA|0f 2|3t 9l
dHA

SD M 22| FtEof| MZEE M3 2 7= Sysmac Studio®| 7t5 2
g 2 As L

’ts 23 BAl= CPU KL EO| SD 22| ZF=7F FAE|0] QL1 2212 ufTh =2 o~ UG LT

ol A OF 2ot 2re o 2 ol

1 Sysmac StudioOf|A] CPU R LI E0f 2221 H &35t BE| 7 o AE=2{2| [Configurations and
Setup]-[OPC UA Settings]& £ & 2!|5t11 [Show Operation Logs]& A& grL|C},

W, Task Settings

] Frosarmng

» @ POUs
Of2fiet Z2 7tEd 21 B A| 2tHO| HA|EL|C,

>
o
HU
]

Operation Log E

Entry Date/Time Categorylog Code| Log Name
00000 2017/01/01 14:17:47.430 SERVER 0001 Start
00001 2017/01/02 14:17:49.424 SERVER 0002 Stop

00002 2017/01/03 11:48:38.379 SERVER 0003 Restart
00003 2017/01/04 11:48:38.379 SERVER 0004 Shutdown

00005 2017/01/06 11:48:38.379 AUTH 0002 User Al
00006 2017/01/07 11:48:38.379 AUTH 0003 UserAuthFile SM EE
00007 2017/01/08 11:48:38.379 CERT 0001 Update_Server

EST

rm

NJ Al2|= CPU S L|E A8 X} Oi 52 OPC UAM(SBCD-374) 7-13




(2

205
Of2f ot 22 Li 0| EAIELICH
e EE o5 4y
Az 2O YIACE Yo 2 FA|TL|CE
HEZ| LA, IIH D2, 20 3, ZEYH 2 I1HS EA|ZL|C
CIZES BAl e ME HEZ|Q QEXYULICL 2 B HEHE 22
M2 A= 0|ELZ ZAEE HEY + USLICH 2L wiot
QEAE I LHZ Xt~ 0| HSHE LT,
HEZ| O1tHO| FA|ElL|C},
LA LA/ /Y AL X ms]E EAIELC
ItE| 12| FHE| 22t EAIEL Ef.
21 3Ac 23 A0t EAELCH
21 2IH0| EAELICHL
SH BE EI9| YM HEE EALICL
XX HE [Transfer From | 23 MY S FSELICE dAMet Li&0f CisiA & oM HYsH=
Controller] ¥1E | (r= 1 mpeig #|Sot7| (P7-14)15 HES FHAIL.
[Clear] HE 200U S AHELCE dAE 8o tisi M= ol BEst=
(Orasy 235 AXsH| (P7-15)18 HE8 FHAL.

® =21 MAUS FS5t7|
CPUSLIEO| RAEISDHZE| FIIE L 2O

IEE BT

1 [Transfer From Controller] HE 2 S2lslH HEE2{0|A 21 Ot 0| F EK|0f ofz2f 9

[Operation Log] CH&F&Xt0) 23 MY Y2

20| EA|E L.

Operation Log

MName

OPCUA_ExecutionLog_20170325103201235.log
OPCUA_ExecutionLog_20170820182703142.log
OPCUA_ExecutionLog_20170901093401526.log

e

| Update Date/Time |

2 KB 2017/09/07 12:05:40
4,988 KB 2017/09/07 12:05:44
4,540 KB 2017/09/07 12:05:46

2 mAstnRste 20 IS 12 Hestol [OK] HES S gL 2 TYUo| S LT

| EX5t= FR0il= Oof2H et 22 HAIXI2F A ELICH

Sysmac Studio

The same-name log file already exists in the computer.
[OPCUA_ExecutionLog_20170901093401526.log]

Do you want to transfer the file from the Controller again?

Yes No Cancel

NJ AJ2|= CPU QLI E Ar8XL i =B

OPC UATH(SBCD-374)



~l
=
o
HU
|
N
or

ChE & o= ot OtX| & dEf gL Ct
[Yes] : ?jE 2Ol A X Ot S F S0t EAIRLICEH
[No] : AE S0 M OtY S FSOHX| 411 PCO| EXBHE FI= 22 & THE 2 LHES EAIEL
Ct.
[Cancel] : ot ¥ & ofHO 2 E|FOFZLICE

Sysmac Studio

It takes time to transfer the selected log file from the Controller because the file size is big.
Do you want to continue?

ChE & o= ot OtX|E dEf gL Ct
[Yes] : HEEHOM XY LS | S50 EA[RLICE
[Nol : I+® HE SfHO = £|FOthL(Ct,

® M3 =I5 A5

CPUSLIEO| RS SD 0 Pa| 5tS L 27 MYS ALx| gLt
3
T [Clearl =2 22310 ofzjo 242 0l BAIX|7} EAIFLICH o
o
Sysmac Studio |'".|
Are you sure that you want to clear the execution log in the Controller? Ill.ﬁl
i 2

2 [Yes]HEg 22s™ CPU QLI FHAHE SD W B2| 7}E L 21 T} 0| AFX| EL|C,

o Jél'aé-l 27 o| x—|x|- *']IH

of2fel P, M 210 NI AIELICY,

-SD M2 2| 7tE D] YA YEi 2 OPC UA MH 7|52 AIRZIL %

.SDHEE| FIEE RAGOL B HXs TO 23} JI0|E TREHE 2F 5X L= X A w

' _ — 11—, O = = "

EH 0l A1 OPC UA Mt 7|58 A|ZHgiCt o

ojmf Mzl 23 X7 A If (0| E F =:15000000Hex)2| O|HIE 2 7} WAl ghL|Ct o

o

In

7-2-3 SDOHRE| IE HQE &9l o

h

CPU RLIEO| ZAHE SD M 22| tEE &0t PCO| 450 Microsoft ExcelO|Lt IAE OT|Ef S22 Jot

stolg 4 gLt E
Al 2 MU0 SDHZE| FtE0f MEEE XU YU SDHZE| FtES| wet Bl cisiM= (7-4

SDMZa| St=of XFst2| U SDmZ 2| FtEQ| mgt (P.7-19)18 EXS FHAIR.

NJ Al2|= CPU S L|E A8 X} Oi 52 OPC UAM(SBCD-374) 7-15



7-2-4

(2
HU
|

AS]
or

FTP S2t0|91E AT Eojo X2 20l

-
Ethernet JER I ALEFTP MY 7|58 S8 21 mtYU S ==3111 Microsoft ExcelO| Lt El A E 0Of ]
B S22 &l &~ Q&LICt.

HEH ©
O Hwo

=

otz ot Z&LICt.

L& EtherNet/IP ZE Q| FTP Mt 7|58 AF23tL|Ct.

1

o O

Sysmac Studio2| HE| B JAE 28 [Configurations and Setup]-[Built-in EtherNet/IP Port
Settings]2| [FTP Settings]Oll A [FTP server]& [Use] 2 & gfL|LCt.

A7Y B ol A A|BH LHE0f CH3H M = TNJ/NX Al2| = CPU R LI E LH%E EtherNet/IP LE A& X}
O+ 2 (SBCD-359)12 H X FHAIR.

FTP 220|HE AT EQ|0{E ALL810{ Li A EtherNet/IP ZE XA MXSH 23Q1H A
YEE A0 CPU QLIEO 22T L},

A =23 0ol MEE O A= EEHZ 0| SELICE
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CPU Unit Name:
Model:
Area:

Clear All Memory

This function initializes the target area of destination Controller.
Confirm the area to initialize first, and press the OK button.

:Eg

new_Controller_0

N1501-1500

User Program

User-defined Variables

Controller Configurations and Setup

Security Information

Settings of Operation Authority (initialization at the next online)

[[ {;Iear'ing the OPC

UA server certificate and security profile.
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If you clear the OPC UA server certificate and security profile, the server certificate will be regenerated the next time
the OPC UA server starts up.
The client can not connect to the server until it trusts the regenerated certificate.

Are you sure you want to execute?(Y/N)

Processing may take several minutes to complete.

Sysmac Studio

Are you sure you wish to clear all memory? (Y/N)
It may require several minutes to complete the processing.
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T 50 CPU R LIE2| [OPC UA Settings]-[OPC UA Server Settings]2| [OPC UA Server]2t
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Sysmac Studio

k=]
=

OPC UA settings cleared.
Resetting the controller is necessary to reflect the settings.

Reset the controller.
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[OKIHES S=IYLICL AEEY 2| 40| dHE LT
Ot2f o 20| CH2p o XtoF EA|E L Ct.

Sysmac Studio

Successfully cleared all memory.
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¥ Trusted Certificate
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Expiration of validity period Orgamization Domain Name
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NXUaServer@192.168.250.1 2037/05/11 15:07:26 OMRON Corporation 192.168.250.1
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File Name « Issuer Effective Start Date | Mext Update Date
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